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ABSTRACT

Nowadays most of the existing data replication
solutions in both wired and wireless networks aim at
either by reducing the query delay or improving the
data availability. These parameters are monitored
continuously with the help of corresponding data
replications techniques. To balance the trade off
between the query delay and data availability in
MANET, it is evaluated under different system settings
and requirements. If the cooperation of the nodes are
not connected properly, it will lead to link failures and
node failures. So the motivation of Data Replication
technique is to analyse the delay, probabability of the
link failures and data availability with the help of data
replication schemes like greedy data replication, one to
one optimization scheme and reliable neighbor scheme.
Here the degree of connectivity, cooperation among the
nodes, node failures are analysed.

1. INTRODUCTION

1.1 DATA AVAILABILITY AND NEED
OF DATA REPLICATION

Data availability means where the availability ensures
that the data can be successfully transmitted from the
source to the destination in a timely manner. It is
assumed that the application layer does not use
encryption and expects the underlying network services
to be secure. Data Replication is technique which
enhances data availability by making copies of data
items. Furthermore there are various issues arise in
MANET which leads to problem in data replication.
Replication allows better data sharing. It is a key
approach for achieving high availability[4]. It is suitable
to improve the response time of the access requests, to
distribute the load of processing of these requests
on several servers and to avoid the overload of the
routes of communication to a unique server[2]-

1.2 THE MAIN CAUSES
AVAILABILITY

Existing Wireless Local Area Network (WLAN)
standards, such as IEEE 802.11 , do not employ
physical layer error correction, which makes them
trivial targets for Denial-of-Service (DoS) attacks. For
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example, an attacker only needs to jam one bit to induce
failure of the Cyclic Redundancy Check (CRC). Hence,
the jammer needs to expend several orders of
magnitude less energy than a legitimate sender. It is
likely that a small number of coordinated jammers can
launch very harmful attacks with only limited energy
resources. For instance, this group of jammers may be
able to prevent all network communications, partition
the network, or force traffic to be routed over a
particular network region, where an adversary has
powerful equipment for encryption cracking or traffic
analysis [3].

The use of multipath routing with data redundancy can
statistically enhance data availability. If one or more
paths are jammed, it may still be possible to reconstruct
an end-to-end message from the information carried by
the remaining paths. However the physical proximity of
the chosen paths must be taken into account such that
multiple node-disjoint paths are spatially far apart. This
can be accomplished by choosing paths with low
correlation [4]. All network traffic going through nodes
within these regions were dropped. It was found that the
use of less-correlated paths significantly increases the
probability that at least one end-to-end route remains
operational, especially as the radius R increases.
Therefore, it is likely that minimizing the path-set
correlation factor will improve resilience to jamming by
decreasing the probability that all or most of the path
between the source and destination can be jammed. It
should be noted that physical jamming is an aggressive
form of active attack that can be readily detected by
electronic means. Hence, the adversary can be quickly
forced to cease the attack, since the source of the
jamming signals can be precisely determined. On the
other hand, eavesdropping cannot be detected unless the
adversary is physically located. Consequently, the
adversary may covertly snoop network traffic for
lengthy periods of time[2]. It is much more difficult to
maintain data confidentiality than data availability with
respect to outsider’s attack[3].

ISSUES

1.3 CONCERNING DATA
ACCESSIBILITY
Data accessibility means that the number of

successfully serviced requests divided by the total
number of data item requests generated by all mobile
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hosts in the network. Some of the following major
issues concerning data accessibility is given below:

* Frequent disconnection of mobile hosts: Mobile hosts
often get disconnected from the network due to various
factors like power failure or their mobility. Some
mobile users switch their units on and off regularly to
save power, causing more network disconnections.
Servers which hold the data cannot provide services if
they are disconnected from other mobile hosts. Thus,
ideally, the replication algorithm should determine
when a particular mobile host would be disconnected
and, accordingly, replicate its data items in a different
server to improve data accessibility [17 -19].

» Network partitioning: Due to frequent disconnection
of mobile hosts, network partitioning occurs more often
in MANET databases than in traditional databases.
Network partitioning is a severe problem in MANET
when the server that contains the required data is
isolated in a separate partition, thus reducing data
accessibility to a large extent. Therefore, the replication
technique should be able to determine the time at which
network partitioning might occur and replicate data
items beforehand.[1][2]

14 REPLICATED
SIGNATURE TECHNIQUE

The proposed technique consists of the following
modules
i. Integrated Encryption
Scheme
ii. Energy Consumption Model.

DIGITAL

and Decryption

1.4.1 Integrated Encryption and Decryption

Scheme

In IEDS, a Diffie-Hellman shared secret is used to
derive two symmetric keys k1 and k». Key k1 is used to
encrypt the plaintext using a symmetric-key cipher,
while key i is used to authenticate the resulting cipher
text. Intuitively, the authentication guards against
chosen-cipher text attacks since the adversary cannot
generate valid ciphertexts on her own. The following
cryptographic primitives are used:

1. KDF is a key derivation function that is constructed
from a hash function H. If a key of / bits is required
then KDF(S) is defined to be the concatenation of
the hash values H(S, i ), where i is a counter that is
incremented for each hash function evaluation until /
bits of hash values have been generated.

2. ENC is the encryption function for a symmetric-key
encryption scheme such as the Advanced Encryption
Standard (AES).

3. MAC is a message authentication code algorithm
such as HMAC.
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Encryption and Decryption works If ciphertext (R,C,
t) was indeed generated by the legitimate entity when
encrypting m, then hdR = hd(kP) = hk(dP) = hkQ. Thus
the decryptor computes the same keys (k1, £2) as the
encryptor, accepts the ciphertext, and recovers m.

The shared secret point Z = hdR is obtained by
multiplying the Diffie-Hellman shared secret dkP by h.
This ensures that Z is a point in the subgroup. Checking
that Z =co in step 2 of the decryption procedure
confirms that Z has order exactly n. This, together with
embedded key validation performed which provides
resistance to the small subgroup and invalid-curve
attacks described whereby an attacker learns
information about the receiver’s private key by sending
invalid points R[8, 20, 21].

The symmetric keys ki and k, are derived from the x-
coordinate xz of the Diffie-Hellman shared secret Z as
well as the one-time public key R of the sender.
Inclusion of R as input to KDF is necessary because
otherwise the scheme is malleable and hence also not
indistinguishable[11]. An adversary could simply
replace R in the cipher text (R, C, ¢#) by —R thus
obtaining another valid cipher text with the same
plaintext as the original cipher text[4, 22-25].

1.4.2 Minimum Energy consumption Model
In order to consider the energy const for the path of
minimum energy consumption, we developed minimum
energy consumption model. Here each mobile host
dynamically changes the weight which is based on the
path lengths to its nearby hosts. The following is the
behavior of the method whenMi accesses Dnew, which
is not held by itself.

1. Here, the data information reply packet includes the
information on the path length from Mi to Mk.

2. IfMi receives reply packets, it calculates the
following criterion, Ai,j—new, for each data item held
by Mi:

A
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The Received and Transmitted energy of the proposed
model is

Ptop Tx(vj-1) =

SizeofReqToSend+ Sizeoforignaldata+ PDR
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Ptop Rec(vj-1) =
SizeofClea rToSend + ACKsize + RERR
Bandwidth

)

Transenerg y(

+
Sizeof Re qtosend + Datasize + PDR

Bandwidth )
Here, Gj denotes the set of mobile hosts within / hops
that do not hold Dj and &k denotes the path length from
Mi to Mk.
3. Mi selects Dj among its own data items so that
Ai,j—new has the positive maximum value and replaces
Dj with Dnew.

Re ceenergy *(

The minimum energy consumption model prevents
mobile hosts from being accessed by far away hosts.
This method can adjust data availability and power
consumption by changing parameters o, and /.

The proposed algorithm determines the energy
conservation rate based on the above three factors and
also the total number of bits transmitted per energy.

Ec= Y (T,,.T,,DS,.) + Z (t)

X sr - Number of bits transmitted (bits).

Y 0,.(t) - Total energy consumed (Joules).

Twms — Trust Mobility factor
Ty — Trust threshold vector value
DSnmin - Minimum Digital Signature

From the analysis of the proposed scheme, the energy
efficiency of the node is well improved and the data
integrity of the networks is getting more. The proposed

scheme makes Dbalance between the energy
consumption, data availability and data integrity.

2. RESULTS AND DISCUSSION
2.1 Simulation Result

2.1.1 Scenario characteristics
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Routing Protocol AOMDV
Simulation End Time 50 (Sec)
Node Speed 30(Meters/Sec)
Radio Range 250 meters
Pause time 50 sec

Table.2.1: Simulation Parameters
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2.2.When Tuning the Mobility:

2.2.1 Mobolity Vs packet authentication
ratio
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Fig.2.2. Mobility Vs Packet Authentication Ratio

Table 2.2: Comparison of protocols(Mobility Vs Packet
Authentication Ratio)

2.3 When Increasing the no of Nodes:

2.3.1 No of nodes Vs connectivity ratio

'



Connectivityratio

ConnectivityRatio

Qu.uUUL

00.0000

Zn.nnm

/

GAFT
AT

60.000

/

s0.000

~/

40,000

30,000

20,000

RITRUITIH

10,0000

Z0.0000

20.0000

-10.0000

Mo,
50.0000

Fig.3.3. No. of Nodes Vs Connectivity Ratio

NO OF CONNECTIVITY
NODES RATIO
DAFN RDST
10 21 46
20 26 32
30 43 78
40 32 53
50 12 89

Table 3.3: Comparison of protocols(No. of Nodes Vs
Connectivity Ratio)

2.4 When Increasing the Time:
2.4.1 Time Vs Data availability ratio
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Fig.2.4.1. Time Vs Data Availability Ratio

DATA AVAILABILITY
TIME(ms) RATIO
DAFN RDST
10 0.512 1.602
15 0.588 1.645
20 0.686 1.709
25 0.624 1.428
30 0.583 1.199
35 0.528 1.000
40 0.487 0.899
45 0.389 0.889
50 0.314 0.880
Table 2.4: Comparison of protocols(Time Vs Data
Availability Ratio)

2.4.2 Time Vs end to end delay
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Fig 2.4.2. Time Vs End to end delay
END TO END DELAY (ms)
TIMEmS) ™" p AFN RDST
20 0.812 0.221
40 0.822 0.289
60 0.915 0.323
80 1.886 0.411
100 1.786 0.495
Table 2.4.2: Comparison of protocols(Time Vs End to
end Delay)
2.4.3 Time Vs throughput -
xgraph N
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Fig.2.4.3. Time Vs Throughput

THROUGHPUT
TIME DAFN RDST
10 0.411 0.632
15 0.589 0.788
20 0.785 0.899
25 0.821 0912
30 0.845 0.984
35 0.976 1.221
40 1.119 1.654
45 0.295 1.425
50 1.589 1.798
Table 2.4.3: Comparison of protocols(Time Vs
Throughput)

2.5 When Increasing the Speed:

2.5.1 Speed Vs Delivery Ratio
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Fig2.5.1. Speed Vs Packet Delivery Ratio

DELIVERY RATIO

SPEED DAFN RDST
10 0.485 1.472
15 0.515 1.486
20 0.755 1.498
25 0.828 2.198
30 0.958 2.669
35 0.999 3.213
40 1.002 3.498
45 1.123 4.196
50 1.211 4.565

Table 2.5.1: Comparison of protocols(Speed Vs
Delivery Ratio)

3. CONCLUSION

The balance between the data integrity, data
availability ratio and energy consumption using
Replicated Digital Signature Technique (RDST) is
improved in MANET. The simulation results
show that proposed scheme in terms of end to end
delay, overhead, throughput, network connectivity
ratio, packet authentication ratio and data
availability ratio for more security in MANET.
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